In this paper, we analyze the period distribution of the generalized discrete cat map over the Galois ring ( + ) where 3 is a prime. The sequences generated by this map are modeled as 2-dimensional LFSR sequences. Employing the generation function and the Hensel lifting approaches, full knowledge of the detail period distribution is obtained analytically. Our results not only characterize the period distribution of the cat map, which gives insights to various applications, but also demonstrate some approaches to deal with the period of a polynomial in the Galois ring.
where
. To make it appropriate for digital applications, the following discretized and generalized form is often employed [3] : (2) where . When this map is used for watermarking or image encryption, usually denotes the initial position of a pixel in an image while denotes the position of the pixel after the -th iteration of the map. In private-key and public-key cryptosystems, partial or the whole and play the role of the secret key. The discretization of the continuous cat map leads to the consequence that the cat map must have a period , i.e., , which has a great impact on practical applications. Although different applications have their own requirements on the period, a long period is often required for cryptographic purpose. If the period is not sufficiently long, the algorithms presented in [7] - [9] are vulnerable to attacks. Therefore, the full knowledge of the detail period distribution of the cat map is useful in system design and analysis. This knowledge also contributes to chaos theory in understanding the unstable rational periodic orbits of (1) . The reason is that if a rational point is a periodic point of (1), then is also a periodic point of (2) and vice versa.
The sequence generated by (2) is essentially a 2-dimensional linear feedback shift register (LFSR) sequence which is the foundation of many traditional stream ciphers [11] - [15] . The property of the sequence varies substantially as changes because is a Galois field when is a prime, a Galois ring when is a power of a prime and just a commutative ring when is a common composite. Employing the LFSR model, Chen et al. analyzed the period distribution of the cat map (2) when forms a Galois field, i.e., is a prime, and full knowledge on the period distribution was obtained [16] . Here, we further investigate the period distribution for the case where is a prime, i.e., to make exact statistics about the period of the cat map when and traverse all elements in . However, the structure of which is a Galois ring, is more complicated than that of a Galois field. Our contributions are described as follows. The full results for the period distribution are obtained by combining the generation function and the Hensel lifting approaches. These results not only characterize the period distribution of the cat map but also demonstrate some methods to deal with the period of polynomials in , the latter is also an interesting problem in the analysis of sequences and cyclic codes over Galois rings [17] - [21] .
0018-9448/$31.00 © 2012 IEEE This paper is organized as follows. Section II introduces the concept of period distribution and the basic idea to address this problem. Sections III and IV present the detail analysis of period distribution of the cat map in two cases. The full results on period distribution are presented in Table II at the end of Section IV, followed by some implications of our results. Finally, a conclusion is drawn in Section V.
II. PROBLEM DEFINITION AND BASIC IDEA
This section introduces some concepts and notations employed in our analysis. For the knowledge of basic number theory and abstract algebra, please refer to [22] - [24] . Let the cat map be (3) where and . Let .
Firstly, the period distribution problem is stated. Let be an initial point of the cat map (3) and be the point after iterations of the cat map from . If there exists an integer such that for all initial points in is called the period of the cat map. Since , the period must exist. The period distribution analysis is defined as finding all possible periods of the cat map (3) and then counting the number of cat maps possessing a specific period when and traverse all possible values in . Throughout this paper, is a prime larger than 3 and is an integer, . The reason for is stated in Section IV. The period distribution when and need special analysis.
Secondly, the approach adopted is described. Generally, the sequence generated by (3) is considered as a LFSR sequence and the algebraic theory handling with recurrent equations is employed to characterize the period distribution. Here forms a Galois ring where addition and multiplication are all modular operations. Let and denote the greatest common divisor and the least common multiple of and , respectively. means that is a divisor of . , i.e., Euler's totient function, denotes the number of positive integers which are both less than or equal to the positive integer and coprime with . Suppose that is a polynomial in and is a unit in , the period of , denoted as , is defined as the smallest integer such that where all the arithmetical operations are in . Let be the sequences generated by (3) and and be their generation functions, respectively. Then it holds that and which result in where (6) and . It is easy to verify that the period of the cat map is the least common multiple of and for all initial points and it must be a divisor of . For a special initial point , if or is coprime with , the period of this point is [23] . Observing that if is coprime with , the point is special since which is coprime with and the period of this point is . If is coprime with , the point is also special since which is also coprime with and the period of this point is . However, when and both have a common factor with , i.e., and are both divisible by , such a point cannot be found.
It can be concluded that if and are not both divisible by , the period of the cat map must be . Otherwise, it only holds that the period must be a divisor of . The two situations are totally different and need to be analysed separately. Therefore, it is natural to divide the analysis into these two cases. The analysis in each case is composed of two steps. First is the period analysis step which finds all possible periods of the cat map. It is followed by the counting step which counts the number of cat maps having a specific period.
It would be better if we have an impression on what the period distribution looks like. Fig. 1 is a plot of the period distribution when . It shows that the periods distribute very sparsely, some periods exist but some do not. There are also many small periods in this example. It is worthy noting that small periods are not desirable in security applications but they may be needed in other applications. In the following sections, the period distribution rules will be worked out analytically.
III. PERIOD DISTRIBUTION IF AND ARE NOT BOTH DIVISIBLE BY
Let and the period of the cat map be . In this case, and forms a Galois ring with a unique maximal ideal . There are some zero divisors in this ring which make the analysis more complicated than that in the Galois field.
The analysis goes into two ways: (i) can be factorized in , and (ii) cannot be factorized in but can be factorized in its extension ring . In either case, can be written as . When is a prime, forms a Galois field and if and are coprime, i.e., . This also means and is the smallest positive integer for such relationship to hold. However, when , this is not always the case for the Galois ring because there are some zero divisors in it. This point is illustrated as follows. Suppose . Notice that , then we have
The expression (7) implies for some . It is easy to observe that is also a root of . Therefore, (9) in . If , which means for some , then it leads to (10) and . This is always true in a Galois field since must be a unit and there is only one zero divisor which is the trivial zero element in the Galois field, i.e., is a prime. However, if
, it holds that and in a general ring with composite . It occurs in when is a zero divisor, i.e., in . To have a more detailed illustration, let and so in . It is easy to verify that and where . It holds that and in but , thus (9) also holds. Now it is clear that (7) and (8) are both valid but (10) does not hold. As a result, . Notice that and are expressed in -adic representation which is common in the study of the Galois ring and is useful in our analysis, as shown later. Now we face a problem that (10) cannot be used directly as in the Galois field. Thus an in-depth investigation is needed. From the discussion above, if is not a zero divisor, i.e., or is an unit, then (10) still holds. This leaves the case when is a zero divisor which we will discuss separately. Therefore the period distribution of the cat map is analyzed in the following three cases. The first case is that is reducible in with its roots satisfying . The second is that is irreducible in but can be factorized in its extension ring with its roots satisfying . The third case is being a zero divisor.
A. Case 1: Is Reducible in and
Denote the multiplicative group of the Galois ring as . Its structure is first reviewed. By number theory [22] (7), (8) and (10) Let and where as assumed in this proposition. Obviously, and are two solutions for (14) . If there are some more solutions, we must have and . The former means and the latter implies in . This leads to or which contradicts with the assumption of this proposition. As a result, there are only two solutions for (14) . Since is a cyclic group, there are elements in whose order is . Combining the discussions on the solutions of (14), there are different values for with . Now we check whether is a unit or a zero divisor which will affect the choices of and . Let . It is obvious that . From is a unit, so is . This is the criterion for choosing and .
The choices for are . Once is chosen, is uniquely determined by . Thus, for each , there are cat maps of period .
Remark 2:
From the above discussion, it is clear that means when is reducible in . In other words, when is considered as a polynomial in corresponding to and implies . This is very important when we discuss the period distribution in the special case of .
B. Case 2: Is Irreducible in and
Although is irreducible in , it can be factorized in its extension ring . Indeed, it can be expressed as where and . The following equality thus holds:
Firstly, we will review the structure of . In general, is irreducible in if it is a basic irreducible polynomial in . Let the degree of be . Then , denoted as , is a Galois ring with the unique maximal ideal composed of all zero divisors in . Please refer to [21] and [24] (17) where is the cyclic group generated by and with for . It should be noticed that the order of any element in is a divisor of while the order of any element in is a divisor of . It is easy to verify that all elements in can also be found in with the same order as in . A further investigation in reveals what exactly looks like. It is easy to check that splits in . This is because splits in the Galois field and the result in this field can be lifted into using Hensel lifting [21] and [24] . Let be a root of in . Then can be expressed as (18) Note that can also be expressed in its -adic form as (19) where . Combining (16), (18) Proof: Period analysis. As and must be a unit in . Thus (7), (8) and (10) . Otherwise, it must split in its extension ring denoted as . Now and are in . It should be noticed that this ring is not a Galois ring. Its structure is described as follows. The zero divisors form a maximal ideal generated by and which is denote as . The quotient ring is a Galois field. Similar to the -adic representation in Galois ring, we can also express the elements of in the form of and which can be considered as a generalization to the traditional -adic representation. This form helps in computing the order in its multiplicative group and plays an important role in our analysis.
Proposition 5:
If in and there are cat maps having this period. Proof: Period analysis. We have . When it is considered as a polynomial over . By finite field theory [23] , it is easy to verify . Using the Hensel lifting method [21] and [24] , it holds that where . Therefore the period of must be in the form of where . Actually, has the maximal value . This can be shown in two cases: is in , and is in . 
Multiplying both sides of (23) with gives (24) Subtract (23) by (24) . As a result, adding all entries in the last column of Table II gives which verifies the correctness of our analysis. We also remind that is needed in the proof of Proposition 5.
Example 11: An example is given here to compare the theoretical and experimental results. A computer program has been written to exhaust all possible cat maps over to find the period by brute force. The results are listed in Table III. It is easy to check that the maximal period is . The number of cat maps of this period is . The search outputs are consistent with our theoretical results. Table II lists the complete result we have obtained. It provides full information on the period distribution of the cat map. The maximal period is while the minimal period is 1. The mean value of the periods varies a lot, depending on . The analysis process also indicates how to choose the parameters and such that the period of the cat map fits a specific application. In security applications, a long period is often required which limits the choice for and , and hence the size of the key space.
The period distribution for the cases and needs special analyses. They can be solved simply by adopting the Hensel lifting approach and we are now working toward this. It is easy to observe that once this is done, the period distribution for general composite is also revealed. This is because the overall period equals to the least common multiple of the periods of the cat maps on .
V. CONCLUSION
The period distribution of the cat map on the Galois ring for prime has been analyzed. Full knowledge on the distribution is obtained by combining the generation function and Hensel lifting method. The results help in various system designs and analyses. The analysis process also illustrates how to compute the period of some polynomials in the Galois ring.
